'A place for friends' on Internet has police concerned, youth busy
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Special report: Cops and kids on MySpace.com 

   HIGHTSTOWN — The first thing Hightstown High School junior Morgan Kaminsky, 16, does when she gets home from school is go online and log onto MySpace.com.

   "I have about 600 friends," she said, adding that some of the users on her "friends" list are other students at the high school whom she does not really know.

   "It's really funny because you see the people in the hall that you're 'MySpace friends' with, but you don't talk to in real life," she said. "The first thing (you say) when you see them is, 'They're my MySpace friend!' and that's how I started talking to people in our school that I've never talked to before."

   Morgan said the only time she befriends people she's doesn't know on the social-networking Web site is when she has either heard of them or because they go to her school.

   But the very fact that the Web site, dubbed "a place for friends," has the ability to connect young people with strangers has law enforcement officials in New Jersey and around the nation very concerned.

   Multiple media reports have told the tales of cyber bullying, adults arrested for sexual assault after meeting their teenage victims online, and alleged violent crimes, from cruelty to animals to plots of violence at schools that have been uncovered because warnings were seen on the Web site.

   It has been speculated that 14-year-old Judy Cajuste, a high school freshman from Roselle, may have met her murderer on MySpace.com. Her body was found in a Dumpster in Newark a few days after she was reported missing in January.

   "In New Jersey and across the country, predators are using the Internet to exploit children," said Detective Sgt. Gordon Samartino, of the New Jersey State Police's Digital Technology Investigative Unit and coordinator of the Internet Crimes Against Children Task Force of the State Police.

   MySpace.com was created in the fall of 2003 and quickly grew, with more than 75 million users, "making it the eighth-most popular Web site in April of 2006," according to Hoovers.com. a business information Web site. MySpace allows users to create profiles of themselves, which often include pictures, information about where they live, their marital status and their interests. 

Local students speak out 

   A Herald reporter interviewed a group of six students at the high school last month about MySpace.com and asked them how many students at the school had a MySpace account. The answer was a sharp, unified "everyone," even though two of the students eventually said they weren't MySpace users.

   Detective Cy Bleistine of the State Police's Digital Technology Investigative Unit, who makes Internet safety presentations at schools, said that while police do not have exact numbers on the number of teens using the site, "I can tell you from going to the schools, it's easily 80 to 90 percent of the class."

   Sgt. Samartino said the vast number of teens on the Web site is unknown because many people, of all ages, are lying about their age when signing up for an account. Because the Web site only requires an e-mail address and a year of birth to register, many of the children who have not reached the required age of 14 simply lie and then proceed to post personal information on their profiles, he added.

   Hightstown High School freshman Brieana Downs said she listed herself on the Web site as 100 years old.

   "I'm 14, and I have one," said Brieana, who has since turned 15.

   The four HHS teens who said they have a MySpace.com account said they have it to keep in touch with their friends. And they said they think the media hype over the dangers of MySpace is exaggerated.

   "I personally got a MySpace because all of my friends last year were seniors and they all went off to college," Morgan said. "It's really hard to talk on the phone with 20 people you're trying to keep in contact with. With MySpace, it's really easy."

   Brieana and Jocelyn Taylor, 16, went to private school together before coming to Hightstown High and said they used MySpace.com to find friends from their childhood.

   "We found out that they had a group (for users who had gone to their school), so it's cool to see people we haven't seen in years," Jocelyn said.

   "I met some people last summer from all over the country," said Alex Pagan, 14, a Hightstown High sophomore, who went on a tour of the United States for vacation. "The differences in time zones — it was hard to keep in touch."

   The teenagers interviewed at Hightstown High said they don't think they are in any danger by using the Web site because they are aware of things that have happened to others, and that they know how to avoid being caught in similar situations.

   "I've had random messages from people who aren't my friends, but you can block people on MySpace, and you don't have to respond to messages, so that's why I don't feel it's that dangerous," said Morgan.

   Morgan acknowledged that teenagers, particularly girls, are putting themselves at risk if they decide to meet a stranger with whom they've communicated over the Internet. But, she added that it can happen in other situations too.

   "If you go to a mall and you meet some random guy, you're putting yourself in a dangerous situation (by) talking to someone you don't know," she said. "It's common sense."

   And her peers agreed.

   "It's not really a danger if you're doing what you're supposed to be doing," said Jocelyn. "You have the ability to block people or not accept what they're saying to you."

   MySpace.com gives its account holders the option of blocking others from seeing their profiles if those trying to view the profiles are not listed as friends by the account holders, regardless if they have their own account or not.

   But many teenagers do not utilize such security features, especially when they post comments on their friends' profile pages, according to Kim Patel, 15, one of the students who does not have an account.

   "A lot of stupid people put personal stuff in their comments, not thinking that everyone can see your comment," she said. "People don't understand that other people look at your MySpace and they can stalk you. Your friends will look at your comments and delve into your personal life."

   Kim said some people don't realize that law enforcement officials can sign up for accounts and search for people who post hints that they might be doing something illegal.

   "I've seen people on MySpace smoking pot and stripping and doing whatever," she said. "They put videos on there when they get wasted at parties, but cops have MySpace, too, so they can see these people doing illegal things, so they kind of just put themselves in those situations."

   Detective Bleistine confirmed that law enforcement officials do just what Kim claimed.

   Kim and Chelsea Pohl, 15, a freshman at Hightstown High, said they don't have MySpace accounts because of its addictive nature.

   "When you go over a friend's house, the first thing they want to do is go online and want you to look at the stuff they put on (MySpace.com)," said Chelsea. 

Parents get involved 


But there is another reason Chelsea doesn't have a profile on the popular Web site.

   "It was a choice of giving my parents the password or getting one, and I decided not to get one at all," she said.

   Other parents have also stepped in.

   Brieana Downs's mother, Carmen, said she did research on the Web site and talked about it with Brieana before she got an account.

   "I go on (MySpace.com) every other week, and I do that because that is my only child," she added.

   She said she feels other parents should do the same.

   "They need to know when their kids cross the parameters," she said. "It's like giving them a car with no licenses."

   Because she feels strongly that parents should know about the Web site and more about the Internet in general, Ms. Downs, who is president of the Hightstown High School African American Support Group, said she plans to organize a computer literacy night for parents.

   Morgan said her mother has actually gotten an account, but won't tell her daughter the name on it.

   "My mom goes and looks at my friends' MySpace (profiles), and she'll look at their pictures," she said. "But I don't care because I'm not doing anything wrong."

   Her mother also tells her not to put information about the school she attends or her last name on the site, she said.

   "I guess that's understandable ... because it is dangerous," she said.

   East Windsor resident Dave Schemelia, who has a 15-year-old daughter at Hightstown High, says he will not let his children have a MySpace account because of security concerns. He said he keeps the family computer in the kitchen and asks for reasons they visit various Web sites.

   "I think parents have been a little too liberal with letting kids have their computers in their rooms," he said. "I love my kids too much to have them subjected to the dangers that are out there."

   Bruce Ettman, a local school board member whose 17-year-old daughter will be a senior at Hightstown High next year, said he does not really monitor his daughter's use of the site. But he said he discusses with her the "obvious concerns" and specifically warns her against giving out personal information that could endanger her security.

   The students at Hightstown High explained that school officials have blocked the Web site from being accessed at the school. Superintendent of East Windsor Regional Schools Ron Bolandi called MySpace.com "dangerous" and added, "If we catch kids trying to manipulate our firewall, we'll take their computer privileges away."

   Mr. Schemelia agrees with the district's action.

   "I generally have a tendency of being against censorship, but computers are there for the kids to use as a tool," he said. "I don't think they should be able to go on MySpace (while they are there). They're there to learn."

   But some parents might not be as proactive as Mr. Schemelia.

   Alex said other than reports about the Web site on the news, his parents do not really know about MySpace.com.

   Sgt. Samartino said parents have to monitor their kids on the Internet, specifically by doing what Mr. Schemelia did — removing the computers from their rooms. They also need to "get familiar with technology because kids nowadays are so advanced with technology," even more so than their parents are, he said.

   East Windsor Police Chief William Spain agreed.

   "Parents should make an effort to be aware of the Web sites that are visited by kids and what their kids are posting about themselves on MySpace.com," he said.

   Detective Ben Miller of the Hightstown Police Department said that in addition to parents, responsibilities fall on administrators in schools, libraries, and public places where children might access the Internet. Parents have to be more involved and children have to understand they also set themselves up for identity theft by posting personal information, he added.

   "I believe the children have a right to go on, have a right to express themselves," he said. "However, I think the parents definitely need to be detectives, to ensure that their children are using it in a proper manner." 

Misuse, the problem 

   What also scares many law enforcement officials is that children as early as 9 or 10 years old are using the Web site, Detective Miller said.

   Morgan said she agrees it is dangerous for middle-school children to use the site, especially since she knows her sixth-grade sister has an account.

   "I don't like that she has one because she's in sixth grade, and I think it's the younger kids that tend to put on personal information," Morgan said. "They put where they live or if they're having a party. I think that's dangerous because they're younger, and they're not as mature to understand how dangerous certain situations can be."

   Detective Bleistine said the fault is not to be put on MySpace.com.

   "It's people going on that who are misusing it," he said.

   Once children post a picture or phrase on the Internet and once somebody sees it, "you can't get it back," he said. "If you post something out there, and somebody copied it, it's gone," because that person could copy it and send it to 10 friends, he said.

   So, teens should not put information on the Web that they will regret later, especially now with colleges and employers who are hiring cyber sleuths to investigate Internet use by their future students or employees, said Detective Bleistine.

   "The kids are not thinking about the ramifications," he said.

   "We've always grown up being told, 'Don't talk to strangers,'" said Morgan. "It's the same for the Internet. It's just a new thing, so people have to find a problem with it. And when the next thing comes out, MySpace isn't going to be a problem anymore, and that's going to be a problem. That's how it is with everything."
